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“The cloud” refers to computing and data storage
services accessed over the internet and managed by a
third party. This Science and Technology Note discusses
the opportunities and challenges associated with the
West Virginia government’s adoption of cloud-based
information technologies.

West Virginia’s Information Technology:
Opportunities and Challenges

A 2022 mainframe failure disrupted West Virginians’
access to online government resources like health
services and risked the state’s ability to perform basic
functions like revenue collection. Following this disruption,
the state decommissioned its mainframe and transferred
its functions to a privately managed hosted mainframe
services solution (see private cloud). This event
accelerated efforts to modernize the state’s information
technology (IT) infrastructure, encouraging the use of
cloud services, such as those in the figure below.

Cloud services outsource management of IT
infrastructure (servers, networks, software) to a private
company. Potential benefits to adopting cloud services
include enhanced security, reliability, and flexibility. These
benefits, however, depend heavily on the application

in question and the structure of the service contract.

It is important to understand the project needs, type

of services offered, different subscription models, and
contract subtleties.

Worldwide Market Share of Leading Cloud Infrastructure
Service Providers in Q4 2023*

(Microsoft owned)

= 11%

Google Cloud

*Includes platform as a service (PaaS) and infrastructure as a service
(laaS) as well as hosted private cloud services

Source: WVU Bridge Initiative, adapted from Richter, Felix. Statista, 5
Feb 2024

Research Highlights

e \West Virginia is currently adopting cloud services
across the government in a technology infra-
structure modernization effort.

¢ While cloud computing has the potential to help
deliver efficient and reliable information technology
service to West Virginians, cloud services may
not make sense for every application and can
sometimes add costs and complexity. It is
important to clarify specific agency and appli-
cation needs and understand the available services
(including possible advantages and pitfalls) before
entering into contracts with cloud service providers.

e Policy options for West Virginia include IT program
and cost assessments and workforce training initia-
tives.

Accessing cloud services involves entering contractual
agreements with cloud service providers (CSPs). CSPs
typically offer software, platform, or infrastructure “as a
service” (see “Pizza as a Service” figure below). Cloud
services can be private (infrastructure dedicated to one
client), public (shared infrastructure), or a combination
of the two (hybrid). Most state Chief Information Officers
(89%) want a hybrid cloud for their state IT.

Outsourcing IT functions to the cloud could be
advantageous for applications that need flexibility, like
a tax agency which sees yearly spikes in traffic. Major
CSPs (Amazon, Microsoft and Google) invest heavily in
security, redundancy, and high reliability (or availability),
important for critical government data and applications.

However, cloud service contracts can be complicated,
expensive, and restrictive, and all the state’s leverage

is up-front. Simply migrating existing government IT
services and legacy applications to the cloud could
raise costs with no benefits and lead to vendor lock-in.
Software licensing and data compliance issues can.
add unexpected costs. A 2024 survey of 350 [T leaders
found that 93% of respondents had been involved in a
cloud repatriation project in the last three years, moving
applications back from the cloud.
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Current West Virginia Cloud Services Policy

Passed in 2023, SB 734 required the state Chief Information
Officer (CIO) to implement a comprehensive state cloud
services strategy. This bill also required agency cyber

risk assessments, and an annual report on security and
modernization efforts from the CIO. In 2024, the legislature
passed a bill (HB 5604, vetoed by the Governor) which would
have removed the CIO approval requirement for government IT

purchases and allowed spending units to make [T purchases
less than $250,000 (up from $50,000) without going through
the Purchasing Division. In his veto message, Governor Justice
said that state agencies may not always have the IT expertise
to make the best decision for the state and the taxpayers.

Cloud Workforce Benefits and Challenges for
West Virginia

While decisions on cloud services in the West Virginia
government require careful case-by-case consideration, cloud
services could simplify some processes, freeing up state IT
professionals to focus more on the needs of West Virginians.
New IT applications designed in the cloud could be more easily
accessible and scalable. Coordinating cloud service contracts
could simplify information sharing between or across agencies.
Agencies could obtain new insights from data analysis

performed using cloud-enabled tools. As the West Virginia
government considers opportunities for artificial intelligence (Al)
in government, understanding cloud services will likely be vital,
as most Al applications run on the cloud.

Modernizing the state’s technical infrastructure
involves a two-way workforce upskilling challenge.
Older IT professionals may be more familiar with
legacy systems and hardware, while younger
employees may be more familiar with cloud-
based systems and software. Hardware expertise
remains important in a hybrid cloud state. Of those
surveyed, 88% of state ClOs identified training
and skills gaps as the biggest cloud workforce
concerns.

Comparison to Other States

Approaches to state IT organization, procurement
and modernization are varied. Some states
(including Georgia, Mississippi, and Texas) have

a CIlO for each agency. Georgia has the central
Georgia Technology Authority (GTA), which offers
“enterprise-level cloud solutions to state agencies”
and gets volume-purchasing IT discounts.

A 2023 survey of state ClOs found nearly
two-thirds had been directed towards state

cloud adoption by legislation, and 49% of

states surveyed had “implemented new financial
management processes to effectively manage the
variable... nature of cost associated with cloud
services.” Additionally, 58% reported having an
up-to-date statewide inventory of applications,
and 33% reported having an up-to-date statewide
assessment of legacy applications, which are
harder to maintain and keep secure.

Policy Options for West Virginia

A policy option that could be considered is to
mandate an accounting of all state information
technology applications, as done in Virginia. This
assessment of current IT functions and costs
would aid in evaluating where cloud services
could most benefit the state. In addition, the
legislature could commission a legacy application
assessment, as Texas did in 2014. To address
workforce skills gaps, the state could expand
participation in public-private workforce initiatives
like the AWS Skills to Jobs Tech Alliance.



https://scitechpolicy.wvu.edu/
mailto:scitechpolicy%40mail.wvu.edu?subject=
https://www.wvlegislature.gov/Bill_Status/Bills_history.cfm?input=734&year=2023&sessiontype=RS&btype=bill
https://www.wvlegislature.gov/Bill_Status/Bills_history.cfm?input=5604&year=2024&sessiontype=RS&btype=bill
https://westvirginiawatch.com/2024/03/28/justice-vetoed-eight-bills-passed-by-legislators-this-session-heres-what-they-would-have-done/
https://code.wvlegislature.gov/5A-6-4C/
https://code.wvlegislature.gov/5A-6-4C/
https://westvirginiawatch.com/2024/03/28/justice-vetoed-eight-bills-passed-by-legislators-this-session-heres-what-they-would-have-done/#:~:text=including%20%E2%80%9Call%20departments%2C%20bureaus%2C%20divisions%2C%20offices%2C%20boards%2C%20commissions%2C%20authorities%2C%20agencies%2C%20and%20institutions%20of%20the%20state
https://www.state.wv.us/admin/purchase/
https://www.wvlegislature.gov/Bill_Text_HTML/2024_SESSIONS/RS/veto_messages/HB5604.pdf
https://www.cdw.com/content/cdw/en/articles/cloud/how-to-realize-the-benefits-of-hybrid-cloud-environments.html#:~:text=in%20trimming%20costs.-,Streamlined%20IT%20Operations,hidden%20behind%20automation%2C%20allowing%20IT%20teams%20to%20request%20services%20more%20seamlessly.,-Story%20by%20Andrew
https://www.coresite.com/blog/8-advantages-of-cloud-native-application-development
https://statetechmagazine.com/article/2023/09/fact-or-fallacy-hybrid-clouds-potential-benefits-state-and-local-governments#:~:text=Fact%3A%20Hybrid%20Cloud%20Supports,they%E2%80%99re%20in%20different%20locations.
https://statetechmagazine.com/article/2023/09/fact-or-fallacy-hybrid-clouds-potential-benefits-state-and-local-governments#:~:text=Fact%3A%20Hybrid%20Cloud%20Enhances%20Valuable,data%20integration%20and%20quality%20assurance.
https://www.wvlegislature.gov/committees/house/HouseCommittee.cfm?Chart=ai
https://www.nutanix.com/theforecastbynutanix/technology/ai-in-the-cloud#:~:text=Investment%20in%20the%20cloud%20is,AI%20applications%20using%20cloud%20services.
https://www.techtarget.com/searchcloudcomputing/tip/Evaluate-on-premises-vs-cloud-computing-pros-and-cons#:~:text=What%20are%20the%20IT,company%27s%20network%20administration%20role.
https://www.cdw.com/content/cdw/en/articles/cloud/how-to-realize-the-benefits-of-hybrid-cloud-environments.html#:~:text=WORKFORCE%20TRANSFORMATION,the%20cloud%20transition.
https://newjerseymonitor.com/2021/10/14/it-chief-warns-about-dangers-of-states-archaic-technology/
https://www.cdw.com/content/cdw/en/articles/cloud/how-to-realize-the-benefits-of-hybrid-cloud-environments.html#:~:text=Younger%20developers%20may%20not%20be%20familiar%20with%20the%20physical%20hardware%20that%20underpins%20on%2Dpremises%20IT%20environments.%20They%20often%20know%20those%20functions%20only%20as%20software%20tools.%20Those%20workers%20may%20need%20training%20on%20how%20to%20manage%20on%2Dpremises%20infrastructure.
https://www.infoworld.com/article/3712962/mainframes-are-dead-long-live-cloud-computing.html
https://www.nascio.org/wp-content/uploads/2023/10/NASCIO-Accenture-Cloud-Study-II.pdf
https://directory.doas.ga.gov/Employee/Details/2887
https://www.mdek12.org/Staff/jkraman
https://www.tdcj.texas.gov/divisions/itd/index.html
https://gta.georgia.gov/
https://gta.georgia.gov/services-0/cloud-services
https://www.nascio.org/wp-content/uploads/2023/10/NASCIO-Accenture-Cloud-Study-II.pdf
https://www.nascio.org/wp-content/uploads/2023/10/NASCIO-Accenture-Cloud-Study-II.pdf
https://relevant.software/blog/10-risks-of-keeping-a-legacy-software/
https://relevant.software/blog/10-risks-of-keeping-a-legacy-software/
https://dir.texas.gov/sites/default/files/Legacy%20Systems%20Study%20-%20Public%20Report.pdf
https://aws.amazon.com/blogs/publicsector/a-tech-pipeline-for-rural-communities-west-virginia-joins-aws-tech-alliance/
https://aws.amazon.com/blogs/publicsector/a-tech-pipeline-for-rural-communities-west-virginia-joins-aws-tech-alliance/
https://aws.amazon.com/government-education/skills-to-jobs-tech-alliance/
https://www.linkedin.com/pulse/20140730172610-9679881-pizza-as-a-service/

